At Mattonal Online Safety we belleve in emipowering parents, carers and trusted adults with the information they need to hold an informed comversation about online safety with their children, should they
feel it 1s needed. This guide focuses on one platform of many which we belleve trasted adults should be aware of Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,
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Facebook Messenger is a communication and chat application which is part of the wider Facebook platform £$' Jb"‘
and has been a standalene app on mobile devices since 2011. Through Messenger, users can exchange T
messages and send photos, videos, stickers, gifs, audio files and play games. It allows both one-to-one
conversations and group chats, has a ‘stories’ feature and provides the ability te set up a video call session
with up to 50 people at a time through its latest update, Messenger Rooms. That's why we've created this
guide to help parents and carers understand exactly what Facebook Messenger is all about.

REQUESTS FROM STRANGERS

Messenger cannot work without creating a Facebook | Messenger has a function called Secret

account first. From here, if your child sets their profile to Cenwversations’ which means that your child
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reperts of online grooming on Facebook and some }e regular chat on Messenger, these messages can
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mt'herl thph?l‘ similar in

IT‘II wia other mes rms

W the I’r:lded mﬂmﬁh to upload
:tunas, make live video calls and have group chats, beyond
just standard bext messaging, Al of this can encourage
children to spend more time on the app and on \he-irphunt,
centributing towards increased levels of soreen time,
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Through its latest feature, Messenger Rooms, Facebook
now the ahility to hald live video calls with up te 50
different users. Although video calls aren't new an
Messenger, this latest addition pushes the Tive streaming’
ehrn!ntufﬂu?p.wh:hlsdm linked to WhatsApp and
Instagra oesn't necessarily require a Messenger
account nnnhﬂ mmdﬂq:lmund
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INAPPROPRIATE KEEP YOUR PROFILE & RE THEIR
OUR - . STORIES PRIVATE ER ACCO

If yeur child amything Yoou can setup your child's profile an Some parents insist on checking
negative on Mlﬂlﬂ'!!"fli sent Facebook snﬂtunmﬂ::ds can contact @ their children's messa re?ula;x
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ing your child further and if your child :m?befnundhymﬂﬂngfﬂrmmni nurmber. miﬂw wqr it can help you to
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Meet our expert

Alex Wright s a former Facebook employee and
social media expert with over 15 years’

experience working In digital media. He has
worked with some of the biggest organisations
in the world and has a wealth of knowledge in
understanding how social media platforms wark
and how they engage thelr audience.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold am iInformed conversation about online safety with their children, shoakd they
feal it 1s needed. This guide focuses en one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, kints and tips for adults.

Online Grooming 1swhen someone befriends and bulids an emotonal relationshipwith achild and
communicates with themn through the Intermet with the intent to commit a sexual offonce. This type
of victimisation can take place across any platform; from sodal media and messaging apps to online

gaming and five streamibng. Often it imohves young people being tricked, forced or pressured into
doing something theywouldnt normally do (coerdon) and oftan the groomer's goal Is to meet the
victim in a controlled setting to sexually or physically abuse them. In some cases children may be
abductad or have long-lasting psychodoglcal damage.

What parents need to know about

ONLINE
GROOMING

CHILDREN ARE MOST VULNERABLE LIVESTREAMING CONCERNS

Unsurprisingly children are often most at riskas i Fwdimmzusemwdentntarqﬁmmrﬁhm The intemet has made the ability to interact
they are easy to target and unlikely to question H using tricks, dares or bullt-in gifts to mandpulate them. with strangers online easy. Many sites and
the persan whio s engaging In conversation with Grooming often takes the form of 3 game whers apps are rellant on Individual users entering
them. Groomers will uss psychologlcl tridks and N children recelve 'lilkes' or even maney for 3 thelr owen Informaticn when s 0 L
methods totry and Isclate them from their E performing sexual acts. Sodlal media However individuals can re anyrous i
families and friends and will often choosetotarget 88 channels, such as YouTube, Facebook, o, they choase to enter Inacourat mation
more vulmerable children who may be easler to L Instagram and Snapchat, all have live 4 B and rmany online predator cases ane due to
manipulate Predators will stalk apps and websites streaming capabdiities, but them are ! ' a:mwiumagkupmmaimntﬁdvma
that are popular with young people and will use a miany apps which children can use to i - owever, often the greater threat comes from
!catteg:n’wmm tofind victims, contacting Irve stream, Incuding Ormegle, 3 . adults who 'hide In plain sight. choosing to
hundreds online to Increase thelr chances of Live.me, BIGO Live, YouNow and befriand young children without hiding thelr
SUCCESS, FIETTY Mare real identity.

FROM OPEN TO CLOSED MESSAGING EMOTIONAL ATTACHMENTS

Unfortunately most children find the Online predators may contact their victims using any number Onlime predators will use emotive
‘grooming’ process (before any dmpsmduﬂngmna}mmmnsdmm-mm language and aim to form closs,
meeting) an enjoyable one & the Y b comimiunities o ve streaming apps. Sometimes there s little trusted’ s with their victims
predator will compliment, encourage, ! nead to develop a‘friendship /rapport stage as the victim has t showering them with
Wﬂatmﬁmtngamthlrtun, b | - already shared persenal information enline and |s - imints and making them feel
o E: comimunicating openly with others. Children may also be good about the meehes. en victims
prepared to add other online users they don't know so well to weill refer to them as thelr
E:{n’nmme credibility’ through Increasing their friends list. orgirfriends’ and it can be difficult to
edatons will often selze this opportunity to slowly build a convince some young people that
relationship and then move thelr conversation the child they have been groomed, often
ﬂ’ld-l' fam"ymdﬂrﬂrﬁfemh. thee this o @ more secure and private anea, such as through direct leading to fasting psychological
canmake detectlon even harder. messaging. effects
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IT'S GOODTO TALK CHECK PRIVACY SETTINGS B MONITOR SOCIAL MEDIA &

mmmﬂ'“‘“ﬂ“ﬁ“ﬂﬂﬂyﬁurmwm thel In order to g:whjl;{urcmhiamrmﬂmeamaﬁem Itis LIVE-STREAMING USE
Internet, nor can you constanthy monitor onling Important to check privacy s=ttings or

activithes, but ucintarhmwurd:ﬂdunaregudar on the networks, devices, appﬁ.indmepmg EﬂTﬁ&ﬁmredvg\:ﬂTﬂmMBm
basls about do online Eyta&h'gnpmlvmh Disablelocation sharing If you can. fyou use indhecmm“\‘ﬁend!'mﬂ\"mﬂ\el A mnrfo?uw ﬂmmﬁmh
i nﬂtlﬂem S Ky el Sy o chieek o youkr chie &, you can monitor thelr activity. Similarhy, always chiedk on
aﬁceﬁﬂnﬂ\eium‘nfbﬂ!a\rm Is appropriate or rememhetﬂﬂhesem}dahﬁﬁheusedhymange hem If they are ive straaming and implemant

ate. Ask them whether they have any online to fiodlow your child without their knowledge. Ensure 0, mnﬂdi(b‘{m;&a M;ﬂ%mmmampmﬁb

aver . T Cou thesGpen up coersations. Pever sharec whhanyone scept those they have. plctur that s Dol ety Yo may sl mars
mmeg&bjmdmum permission to sharewith, comfartable being present each time they live stream.

STICKTO'TRUE FRIENDS' V |l Discuss HEALTHY RELATIONSHIPS J ll BE SUPPORTIVE

Make it clear to your child that they showuld not accept friend = Talk to your child about what a he relationship looks ke Shiow your child that you will support
mﬁ:alsfmr:g thm'l know and to verify frlend requests and howto detect someone who not bewhothey them and make sure they understand
mmumhum dﬂmmbe Explain that groomers will pay your child they cancome to you with any

and engagewith ‘true filends’ La. those nmmande%emmwmmsahnmmumd concems they have. They need to

pmﬂquaﬂum such as close familly and friends. Remind them Iﬁhmﬂﬂm such as hobbles and relationships. They may know they can talk to you if someone :
o never agres to privately with a stranger or someane they admire how well they play an online game or how ook dioes something they are 3 ‘
dm‘lreﬂrthmmnmdmﬂg:e ersonal Information, sudh maplwm.ﬁmnm;wﬂ[ifmtfa Isolate a child from ungomfartable with, whether that Is “
asnﬂﬂhephmemmbﬂs:ddra;es.pamdsmﬂmmenf people chose to them, such a5 parents and friends, In order to Inappropriate comments, images,

thelr schoal. make thelr relationship feel special and unique requests or sexual comments.

Meet our EIPE'I't Fir-. LOOK OUT FOR WARNING SIGNS

Jonathan Taylor s an online safety expert and former o 4

Covert Internet Imestigator for the Metropolitan ? « Secretive online behaviour. « Lack of interest in extra-curricular activities.
Palice. He Is a spedalistin online grooming and « Late niight intermet or smartphone usage. « Having new ttems, such as clothes or

explottation and has worked extensively with both « Mesting new friends in unusual places. phones, unexplalnably.

UK ared International schook in delivering training ) + Becoming clingy, develop sleepingor eating  « Seamwithdrawn, anxious, depressed or aggressive.
and guldance around the fatest onfine dangers, social i problams or even bedwetting. « Having sdder boyfriends or girfriends.

Chilid safiety experts have identified key grooming patterns and adwvise parents to look out for:

media apps and platforms.
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10 TOP TIPS

REMOTE LEARNING FORPARENTS

Remote learning can be a great way to continue learning outside the classroom, particularly in difficult circumstances.
For parents and carers, the idea of remote learning isn’t always straightforward and there can be a number of factors
they need to consider, especially around ensuring their children feel comfortable and are familiar with the whole
concept. That’s why we've created this guide to help parents and carers support their child in getting the most out of
their remote learning experience.

4 N o
1) Take an active interest in your child's learning 2) Monitor your child's communication and online activity
As a parent or carer, remote learning will be a new concept for your child It'simportant to remind your child that despite being at home, the same
and there are bound to be a few teething problems to start with. Take an level of behaviour and conduct exists as if they were at school. Encourage
active interest in their learning and help support them whenever they them to remain polite, remember their manners and not to post or send
need a helping hand. any negative comments just because they are behind a computer.
9 4
4 A [ h
; . : ) Encou screen breaks away from devices
3) Establish a daily schedule and routine ) rage b y from de
Remote learning will inevitably require more interaction with
Working f"_:'m home and trying m learn in a more casual setting that_ computers, laptops and tablets. Teacher’s will invariably advise on
ch:;ireg ":fght associatt;ma;e with piiy and da C:;Q'EE of frei:jdom;‘mght screen breaks however it doesn't hurt to keep a check on their time
take a bit of getting used to. Try to stick to a daily routine and use the Ii thein to aet AT o
timetable/schedule that schools have sent home to help children keep on HHE CLEliEauiage e g yome flrEacrois
\ top of their daily learning. J/ \ y
f N { I
5) Ensure your learning device is in a public space in the home 6) Implement safety controls and privacy restrictions
on apps and software
It's important to consider where your PC or laptop is placed if live video :
is being used. Try to keep the background neutral with no personal Dependant on how your schoolimplements remote learning, your child
information visible and move learning devices out of the bedroom as may be required to download certain software or apps. Whilst these are
this could be deemed inappropriate. likely to be relatively safe to use, like any other new app or platform,
b parents should still implement safety controls as a precaution.
. 7 . 7
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7) Ensure your child only uses official school E 8) Familiarise yourself with relevant school policies
communication channels
5/' Schools should have a policy on remote learning and direction that they
It's important that all communication with teachers and school staffi: can share with parents. Familiarise yourself with this and ensure you
directed through approved school channels, whether that be through the know what is expected of teachers and your child during lessons, both
school’s online portal or the relevant secure messaging site. online and offline.
. o J \\ J
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9) Maintain feedback with teachers 10) Monitor your child’s wellbeing and mental health
= - : Remaote learning will likely mean that your child won't get the same level
Engage in communication with teachers where possible and try to feed of social interaction and might not see their friends for a while. Keep a
back progress and development as well as any helpful suggestions check on their wellbeing and try to encourage them to get out as much
around the learning process. Be transparent but remain professional as you can. Whilst learning from home might seem fun and exciting to
and only use official channels to communicate. start with, missing out on seeing their friends everyday might take its toll.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about enline safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

WHAT IS
HOUSEPARTY?

f H party is a live ing app describedasa
face-to-face social network where people‘dropin’on each
v other to video chat, leave messages and hang outin groups.
) e/— \ The app is available for iOS, Android, macOS and Google
r Chrome and has tens of millions of users worldwide. It's
i important to note that children under the age of 13 must
have a parent’s permission to access the services, however,
no proof of age is required to create an account.

HOW DOYOUNG
PEOPLE USEIT?

Each time the app is opened, your child will be instantly
connected to other users who are also on the app. Users can
create group conversations of up to eight people at one time.
Each time a person joins, the screen splits to show everyone who
is part of the conversation. Your child can add contacts via
phone numbers, search for their usernames, and share a link to
their profile. They can have as many rooms as they want and
move from chatto d‘latbyswphgacmssh smaen.AlongwM

“STRANGER DANGER”

Friends of friends can join conversations on the
platform ut the need to be connected or known
to all the other users in the chat. Houseparty calls this
feature Strauff Danger’ While it does alert users
when individuals they may not know enter their chat
room, it also suggests strangers might be a reason for
‘party time! There’s also the daelger of people
pting to delib | others by using

this functionality comes a few

Matpmentsneedplquaboq

SEXUALISED MESSAGES

People may use live streaming apps such as Houseparty to
engage in inappropriate or illegal activities. There have
concerning reports d linked to Houseparty, including one
incident where two Mancunian children aged 11 and 12 were
reg:ts rtedly targeted by men sing themselves back in 2017.
ide of their dfusn friendship group, it's also important to

note that fri ds can also ct with your child via

k the app, which may include people with this intention.

Cyberbullying is when people use technology to
harass, threaten, embarrass, or target another person.
Group chats can be used bn bullies to make negative or
hurtful comments which may cause offence or be
harmful to others in the group. Exclusion from
friendshi !; 'groups within the platform may make your
'eel sad and left out/socially excluded.

INFORMATION

Children often don't und
out too much personal infor in a live strs or within
their profile. They may also be less protective of personal
details during online conversations. One example of this thIn

a live chat could be their bacl
about where they live or go to school without realising.

d the risks involved in givin

risks to be aware of...

CONTENT BEING SHARED

The 'facemall’ feature lets users share moments from their
Houseparty conversations by recording and sharing
15-second snippets of chats. They also have the option to
save these moments to their gallery. For privacy
purposes, every member of the group will see a
notification if another member is recording - this could be
a concern If your child shares something in the live chat
they may later regret. Once recorded, they lose control
over the video and how it is used. Screenshots of live
streams and private messages can also be taken which

could be shared widely and embarrass users.

IN-APP PURCHASES

By tarplng on the dice icon your child can play a game
called ‘Heads Up!’ where one person gives clues to
describe someone or something and the other ‘rlayers
guess. Three cards are included for free but additional

decks cost real money. There's the potential for your
child to get carried away p!aring the game while
working up a small fortune.

Online

SAFER CONVERSATIONS

With live streaming belng such a popular feature on
apps, it is important that you are aware of the dangers
associated with it in order to protect your child
effectively. Have regular and honest conversations with
your child about what apps they are using and how they
are using them. It may be a good idea to have your child
show you how they use Houseparty and how to navigate
through the platform so you are aware of how it works.

CHECK COMMUNICATIONS

Also, It's Important to be aware of who is on their friends
list and who they are communicating with. Remind your

child to not communicate with people they do not know
and trust. If they experience something on the app that
makes them feel uncomfortable then they should tell a
trusted adult immediately. Remind your child that if
they get an invite to join a Houseparty room from
someone they don't recognise, then they should ignore
the request.

- )
LOCK'ROOMS
In regards to communicating with users on the platform,
we advise that your child uses the ‘lock’ feature to make
their conversations private. This means that other users,
especially strangers, can't join their conversations.
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TURN ON PRIVATE MODE

One additional tip is to use the app settings to turn on
'Private Mode' which automatically locks the room,
instead of doing it manually. Parents with questions can
always email us at hello@houseparty.com

PROTECT THEIR PRIVACY

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them about what constitutes ‘personal
information’ and make sure they do not disclose
anything to anyone during a live stream, even to their
friends. Advise them to remove any items in their live
stream (school uniform, street name, posters etc.) that
could potentially expose their location or personal
information. Check your child's privacy settings
thoroughly. You have the option to opt out of certain uses
and disclosures of personal information, such as turning
off the app’s location sharing option.

PROTECTING YOURCHILD’S
DIGITAL FOOTPRINT

As the videos are live, it may lead to the misconception that
whatever happens in the video will disappear once the live
stream ends. All content shared on the app can be recorded or
screenshotted and shared to a wider community. It is
important that your child knows that what they do now may
affect their future opportunities. In addition to this, the video
chats can't be reviewed later which means unless a parent or
carer is sitting nearby during a call, they won't know what has
been said. It's worth bearing in mind that parents can see
when their child has last communicated with someone and for
how long for under the ‘We Time' feature.

REMOVELINKSTO
OTHER APPS

Users can link thelr account to both Facebook and
Snapchat, or can simply share a link to their profile. We
advise that your remove these links and remind your child
not to publicly share access to their online profiles as
there is the potential for strangers to get hold of your
child’s information or communicate with them.

BE PRESENT

A study conducted by the Internet Watch
Foundation (IWF) found that 96% of streams showed a child
on their own, often in their bedroom or bathroom. If your
child is going to conduct a live stream, ask them if you
could be present for it. This will give you a greater
understanding of what your child is doing during their live
streams and who they are streaming to.

REPORTING AND BLOCKING

If your child faces a problem while using the app they can
report direct to the platform by shaking their phone. A
prompt will pop up allowing you to report issues
immediately by clicking on the ‘report now “ button. They
also have the option to report and block users directly on
the user's profile.
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